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What You Can Expect From Leading Communication Apps.

1:1 Chat Group Chat Audio Messages Location Sharing End-to-end Encryption Animated GIF Library

Audio Calls Video Calls Conference Calls Document Sharing Contact Sharing Address Book




Exclusive Features of Socializer Messenger

@ © O

Multiple Identities Privacy Feature Forced Privacy Locally Encrypted Storage Fake Unlock Mode Secure Audio Messages
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Secured Conference Continuous Location Sharing Self-Destructing Content Validated Live Images Certified Receipts Push to Talk
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Call Recording Call with Audience Markup and Annotate Screenshot Protection Remote Edit & Delete High Quality Audio

£ Socializer Messenger

Including all conventional services



Privacy

You decide what to reveal.



(_'7) Privacy Feature
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en someone else is

‘ete&l
... the Socializer Messenger will
automatically hide content that has

been set to private.

(_'7) Privacy Feature



Your Messages Will Not Fall Into the Wrong Hands.

Your Setup
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Setting message
to “Your Eyes Only”

@ Forced Privacy



Your Messages Will Not Fall Into the Wrong Hands.

Recipient View
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Trust that only the desired
recipient will see this message

@ Forced Privacy



Your Messages Will Not Fall Into the Wrong Hands.

Third Party View

As soon phone camera detects an
unknown face, message disappears.

@ Forced Privacy



Set Anything to Private.
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Messages

Hide individual text messages as
well as conversations

Contacts

Hides contacts and keeps
them private

Identities

Hides an identity and the entire
content associated

Documents

Hides all document types in
chat and archive

Calls

Calls from private contacts will not be
signaled unless you are the only user

@ Privacy Feature



Communication Using
Different Identities

Be yourselt. But maybe not always.




Cluster your Recipients ...

People you can trust People you shouldn't trust



... And Use Different Identities for Communication

Default Identity Anonymous ldentity
Your name and number Fake name and number
Communication with Communication with people
personal contacts you don't want to

reveal your real identity to




Reveal everything.
Without revealing anything.

Still safe in unsafe situations.







Confidential Content
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A Wrong Password Looks Like the Right One.

 Wrong password triggers
NO error message

» Looks like unlocking
the privacy mode ...

* ... but shows only
non-confidential content

@ Fake Unlock



Using Different Password Containers.

Private Content Top Secret Not really secret
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@ Fake Unlock



Works Like a Second Wallet.
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Main Wallet | Second Wallet

will remains unseen just change



“Trust but Verify.”

Ronald Reagan
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Certified Receipts

Delivery and Read Confirmation



Make Sure Everybody is on the Same Page.

CLASSIFIED

EE—
Document or Media Server Recipient
Certified Receipt Verification Time & Geo Stamp

@ Certified Receipts



Certified Receipt Confirms That Your Message Was Read.

Document

Uses hashing algorithm to
allow content validation

Recipient
Which recipient

has seen it Cryptographically
. * » Signed by Recipient

. Time and Server
When has it
Certified Receipt been read
Location
Saves the

geo location*

@ Certified Receipts




Your Data is Safe.

Fully encrypted - always. Protected against MitM.




How Is Your Data Stored?
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Attachments Conversations

Locally Encrypted Storage



We Made also Conferences as Secure as Possible.

g ——— Ll

N T
e N\ /.

Every client will
created on server

create its own mix.
Less secure because the mixing No keys are shared as there
server needs to have all keys. ] 'Ill IS no additional server needed

for the audio mixing.

@ Secured Conference
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